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MWHUCTEPCTBO OGEPA30BAHUSA U HAYKU POCCUNCKOWN ®EOEPALIUA

OENAPTAMEHT rOCYOQAPCTBEHHOM NONUTUKU B COEPE
OBLLEIN0 O6PA30BAHMUA

nMUCbMO
oT 14 mas 2018 r. N 08-1184

O HANPABNEHUU UHOOPMALIUN

JdenapTameHT rocyaapCTBeHHOW nonuTukn B ccdepe obuwero obpasoBaHnsa MuHoGpHaykm Poccum
HanpaBnsieT Ana cBefeHus pas3paboTaHHble BpemeHHon komuccnen Coseta Pegepaumm no  pasBUTUIO
NMHOPMaLMOHHOTO 06LLecTBa METOAMYECKME PEeKOMeHAauMM O pasMeLleHUun Ha MHAOPMAUMOHHBLIX CTeHOaXx,
ohmLmanbHbIX MHTEPHET-CalTax n ApyrMx MHOPMaLMOHHBIX pecypcax o6LieobpasoBaTenbHbIX OpraHnsauun u
opraHoB, OCYLLEeCTBrSOWMX ynpaeneHWe B cdepe obpasoBaHus, MHdopmauum o 6e3onacHoOM nosegeHun U
ncnonb3oBaHuu cetn "NHTepHeT".

OupekTop [lenaptameHTa
A.E.TIETPOB

Mpunoxexne

METOOWYECKME PEKOMEHOALIUN
O PASMELWEHUN HA UHO®OPMALIMOHHbIX CTEHOAX, O®PULIUATIbHbBIX
WHTEPHET-CAUTAX U OPYTUX UH®OPMALIMOHHbIX PECYPCAX
OBLLEOBPA30BATENbHbLIX OPFAHU3ALIMA U OPFAHOB, OCYLLEECTBNSAIOLLIUX
YNPABNEHUE B COEPE O6PA3OBAHUA, UHOOPMALIMX O BE3OMACHOM
NOBEOEHUN U UCNONb30OBAHUU CETU "MHTEPHET"

Okcneptamn 1 uneHamum BpemeHHon komwmccum CoseTa Pepepauum no pasBuTUO MHAOPMALMOHHOMO
obuiecTBa B paMKax BbIMOMHEHWS pEKOMEHAALNA NapnaMeHTCKMX criylaHuin "AkTyanbHble BONpockl obecneyeHunst
©e30nacHOCTU 1 pa3BUTUSA AeTeln B MHOPMALMOHHOM NpocTpaHcTBe", koTopble npowwnun B Coete ®enepauun 17
anpensa 2017 r., 6binn paspaboTaHbl MeTOOUYECKME pPEeKoMeHOauMM O pasMeLleHMM Ha MHAPOPMAaLMOHHbIX
cTeHaax, odmumanbHbIX WHTEPHET-CanTax W OpyrMx WMHGOPMALMOHHBIX pecypcax oblieobpasoBaTenbHbIX
OpraHusaumMi U OpraHoB, OCYLLECTBMSIOWNX yrnpaBrieHne B cdepe obpasoBaHusi, UHopmaumm o 6e3onacHom
noesefeHnn 1 ncnonb3oBaHun cetu "UHtepHeT" (ganee - MeTogMyeckme pekoMmeHgaumn).

MeToandeckne pekomMeHOauMM HarnpaBfieHbl Ha KayeCTBEHHOE MOBbILWEHNE YPOBHS WH(OPMaLMOHHOWM
aeaTenbHoOCcTM 06Leobpa3oBaTenbHbIX OpraHM3auuii M OpraHoB, OCYLLECTBNSIOWMX YynpaereHne B cdepe
obpas3oBaHMsl, B 4acTM WHGPOPMUPOBAHMUA Yy4valUMXCs,, WX PpoAauTenel (3aKOHHbIX npeacTaBUTENEN) U
negarormyecknx paboTHUKOB 06 OCHOBHLIX acrnekTax MHpopmMaLnoHHON 6e30nacHOCTH.

MeToanyeckme pekomMeHdauum no3BonAT  obweobpasoBaTenibHbIM — OpraHu3aumMsim 1M opraHam,
OCYLLIECTBNAOLNM ynpaBreHne B chepe obpa3oBaHus, akTyanmsmMpoBaTh YXKE MCNONb3yeMble U pa3MeLLeHHbIe
MHOPMALMOHHBIE MaTepuanbl, Tak U NOArOTOBUTL MX B Cllydae WX OTCYTCTBMS C Y4E€TOM IydlIMX MPaKTUK u
pekomeHaauunin.

B pamkax MeToauyecKMx pekoMeHOauun paccMaTpuBaloTCs CreayoLwme NHCTPYMEHTHI:

1. MHPOPMALIMOHHbIE CTEHAbI;

2. ohyumanbHble MHTEPHET-PECYPC;

3. cpeacTBa MaccoBoW MHpopMauun (LLUKOSMbHbIE ra3eThbl, Negarornyeckne n3gaHusa u apyrve).

UHdopMaLMOHHbIe CTeHAbl
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Ha wuHdbopMaumMoHHbIX cTeHOoax B 00LieobpasoBaTenbHbIX OpraHMsauusX, pacrnonoXeHHbIX B dole
yypexneHuin 1n B KabMHeTax, OCHaLLEeHHbIX NMepcoHanbHbIMU YCTPOWCTBaMKU ONns Bbixoda B ceTb "MHTepHeT",
peKoMeHAyeTCs pa3MeCcTUTb MH(OPMaLUNOHHbIE MaMSITKA, codepXaliMe OCHOBHblE COBETbI MO ObecneveHuto
NHOPMaLMOHHON 6e30NacHOCTY yYaLlUXCs.

B NPUNOXeHnn N 1 K MmeTognyeckmm pekoMmeHgaumam npencrasieH 06p338LI, namMmATKN ONnA pasmMmelleHmna Ha
VIH(*)OpMaLI,VIOHHbIX cTeHaax.

CpeacTBa MaccoBomn MHopmMauum

B cpencrteax MaccoBoOM MHq.)OpMaLI,MM, OPUEHTUPOBAHHBLIX Ha 06yqa+ou.|.mxc;|, pekoMmeHOyeTca B TeYeHue
yqe6Horo roga peryndapHo I'Iy6J'II/1KOBaTb I/IHCbOpMaLLMOHHbIe MaTepuanbl, NOCBALWEHHble OTAelIbHbIM achnekTtamMm
MHd.)OpMaLI,MOHHOﬁ 0e30nacHoOCTH, a Takke pa3nnyHble NaMATKN o6u.|,ero XapakTtepa.

B cpenctBax maccoBoW MHGOPMaLuUK, OPUEHTUPOBAHHbLIX Ha MegarorMyeckytd  OOLLIECTBEHHOCTb,
pekomMeHayeTCs B Te4YeHMe KaneHgapHoro roda perynspHo nybnukoBaTb WHQOpMaLUOHHbIE MaTtepuansl,
MOCBSILLLEHHbIE OTAErNbHbIM acrnekTam WH(OPMaLMOHHON 6e30NacHOCTM Kak HeCOBEpLUEHHONMETHUX, Tak W
obuieobpasoBaTtenbHbIX OpraHM3auuin, a Takke pas3nuyHble namsaTkM, 0030pbl  HOPMAaTMBHO-NPABOBOrO
perynupoBaHus AaHHoW cpepbl 1 MHPOPMALIMIO O akKTyanbHbIX MEPONPUATUSIX 1 COBLITUAX B AaHHOW cdepe.

B xoge nposefgeHus EgvHoro ypoka no 6esonacHoctu B ceTu "VIHTepHeT" pekomeHgyeTcd obecneynTtb
BbIMYyCK TeMaTU4YeCKOro BbiNyCcka CpeacTBa MaccoBoW WHdopmauum nubo cepum nybnukauuin, cpegu KoTOpbIX
paccMOTPETb OpPraHM30BaHHbIE MEPONPUATMS Ans obydvarowmxca, ux poautenen (3akoHHbIX npeacraBuTenen) u
neparorn4yeckon obLLEeCTBEHHOCTH.

OdmumnanbHble UHTepHeT-pecypcbl

O6LweobpasoBaTenbHbiM OpraHM3auuam PeKoOMEHAYeTCA Ha CBOMX oduumanbHbiX VIHTEpHeT-pecypcax
obecneunTb YHKLUMOHMPOBAHME CaMOCTOSITENBHOIO M Ccneuuanu3npoBaHHoro pasgena "HdopmaumoHHas
©e3onacHoOCTb", B pamKkax KOTOPOro NpeayCcMoTpeTb pasMeLLeHne CrieayoLen MHdopmMaLmu;

N Paspen/nogpasgen | ®opmaT npeacraBneHus CogepxaHne matepuanos
MaTepuanos
1. |JlokanbHble Konunn ooKymMeHTOB B PasmeLluatoTcsa KONMn JOKYMEHTOB, T.€.

HOpMaTMBHbIE akTbl B | opmaTe *PDF CKaHMPOBAaHHbIV BapuaHT JOKYMEHTa,
chepe obecneveHus COOTBETCTBYIOLLMIN TPEOOBaHUSAM K
MHdOPMaLMOHHON napamMmeTpam CKaHMpPOBaHUSI.
6esonacHocTn PasmeLyatoTcst LOKYMEHTbI,
obyyvaromxcs pernaMmeHTUpytoLLmMe opraHu3aumio

paboTy C NepCcoHanbHbLIMW AAHHBLIMU,
nnaHbl MEPONPUSATUIA N0 06ecneveHmto
WMHOopMaLMOHHOM Be3onacHOCTU
obyyvarouxca v gpyrue.

2. |HopwmatusHoe Konnu 1OKyMEHTOB B My6nukytoTca akTyanbHble CBEAEHWS O
perynuposaHue dopmate *PDF deaeparnbHbIX U perMoHanbHbIX 3aKOHax,
nMcbMax OpraHoB BriacTu 1 gpyrue
HOPMaTUBHO-NPAaBOBbIE AOKYMEHTHI,
pernameHTupylowme obecrneveHune
MHOpMaLMOHHOM Be30onacHOCTU
HecoBepLUeHHONEeTHMX. [lonyckaeTtcs
BMECTO KOMWIN pasMeLLatb rMnepccbiiiku Ha
COOTBETCTBYIOLLME AOKYMEHTBI HA canTax
OpraHoB rocyapCTBEHHOW BNacTu.
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3. MNeparornyecknm TekcT Ha cTpaHuue Pasmellaotca metognyeckme
paboTHUKam canTa pekoMeHaaumn 1 ykasbiBaeTcs
Konuu oOKyMeHTOB B WMHhopmMaLmnsa 0 MepONpUATUSIX, MPOeKTax
dopmarte *PDF ¥ nporpaMmmax, HanpaBneHHbIX Ha

noBblILEeHe UHHOPMaLMOHHOM
rpamMoTHOCTM Nefarornyecknx paboTHUKOB.

4. | OByyvarowmmes TekcT Ha cTpaHuue PasmelyaeTtcs MHopMaUnoHHas namaTka
caunTa (npunoxexue N 2) n ykasblBaeTcs
UH(OpMaLNS O MEPONPUATUSAX, MPOEKTaX
W NporpaMmmax, HanpasneHHbIX Ha
noBbILLEeHe UHHOPMaLMOHHOM
rPamMoTHOCTM 0ByYatoLLNXCS.

5. |Pogutenam (3akOHHbIM | TEKCT Ha CTpaHuue Pasmellaetca nHgpopmMaLMoHHasa namsitka
npeacTaBuUTensm) caunTa (npunoxexue N 3).
obyyaromxcsa

6. |[Hetckune BesonacHble | TekCT Ha cTpaHuue PasmewyaeTtcs nHdopmaums o
canThbl caunTa pekoMeHAyeMbIX K UCNONb30BaHMIo B

y4ebHOM npouecce 6e3onacHbIX canTax,
©aHHepbl 6e30nacHbIX 4ETCKUX CalTOB.

OpraHam, ocyLLeCcTBAILWNM ynpaBreHne B cdhepe obpa3oBaHnsA, PpeKOMEHOYETCS Ha CBOMX opuLmanbHbIX
MHTepHeT-pecypcax obecneunTb (YHKLMOHMPOBAHME CaMOCTOSATENBHOIO W CheunanuaMpoBaHHOrO pasaerna
"MiHdbopmaumoHHasa 6e3onacHOCTL", B paMkax KOTOPOro NpeayCcMoTpeTh pa3meLleHne cnegytowen nHpopMaumm:

MpunoxeHne N 1

NAMATKA )
NSl OBYYAIOLLIMXCA O MHOOPMALIMOHHOWN BE30MACHOCTY AETEM

HENb3A

1. Bcem nogpsg coobuiatb CBOK YacTHy MHopMauuo (HacToswme ums, damunuio, TenedoH, agpec,
HOMep LUKOSbI, @ Takke poTorpadmm cBon, CBOEW CEMbU 1 APY3en);

2. OTKpbIBaTb BNOXEHHbIE (halrbl SNEKTPOHHOW MOYThI, KOr4a He 3Haellb OTNpaBuTEns;
3. MpybuTb, NnpuanpaTbCs, oka3biBaTb AaBEHNE - BECTU cebs1 HEBEXITMBO M arpeCcCUBHO;
4. He pacnopsixancsa geHbramm TBOen cembn 6e3 paspeLleHns cTapLumx - Bcerga crpallvBan poautenen;

5. He BcTpeyvanca ¢ NHTepHeT-3HAKOMbIMU B pearnbHOW >XMU3HW - MOCOBETYMCH CO B3POCHbIM, KOTOPOMY
JoBepseLlb.

OCTOPOXHO

1. He Bce nuwyT npaegy. Yutaewb o cebe Henpaeay B WHTepHeTe - coobLu 06 3TOM CBOWM pOAUTENSIM
UNK onekyHam;

2. I"IpwrnamarOT nepenncbiBaTbCA, UrpaTtb, obmeHumBaTbCS - npoBepb, HET J1IN NOABOXA,

3. HesakoHHOe KonunpoBaHue ainnos B VIHTepHeTe - BOPOBCTBO;
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4. Bcerpga paCCKa3bIBal7l B3pPOCI1bIM O npo6nemax B C€TU - OHU BCeraga rnomoryT;

5. Wcnonb3yin HacTpolikn 6e30nacHOCTV M NpUBaTHOCTM, YTODbI HE MOTEPSITL CBOM aKkKayHTbl B COLICETSAX M
APYrux nopranax.

MOXHO
1. YBaxkan apyrux nonb3oBaTenen;
2. Nonb3yelwbca MHTEPHET-UCTOYHUKOM - AeNal CCbINKY Ha Hero;
3. OTKpbIBaN TONbKO T€ CChINKKU, B KOTOPbLIX YBEPEH;
4. ObuwaTtbcs 3a NOMOLLbIO B3POCHbIM - pOAUTENN, ONEKYHbl U adMUHUCTPaLUsi CanToB BCerga nomoryT;

5. MNpongu obyyeHune Ha canTte "CeTeBUYOK" 1 NOMy4Yn NacnopT LndpoBoro rpaxaaHuHal

Mpunoxexue N 2

NH®OPMALIMOHHAA NAMATKA
ANnA OBYYAKOLMXCA ANA PASMELLEHNA
HA OOULIMANBbHbIX UHTEPHET-PECYPCAX

C KaxgbIM roqoM MOMoAEeXM B MHTEPHETE CTAHOBUTHCA OOmMblue, a LUKOMbHMKM OAHM M3 CaMbIX aKTMBHbIX
nonb3oBaTtenen PyHeTta. Mexagy Tem, MOMMMO OFPOMHOIO KONMYecTBa BO3MOXHOCTEW, WHTEPHET HeceT W
npobnembl. ATa NnamMaTKa A0SHKHA NOMoYb Tebe 6e30nacHO HaxoauTbCS B CETU.

KoMnbloTepHble BUPYCbI

KoMnbloTepHbI BUPYC - 3TO Pa3HOBMAHOCTb KOMMBIOTEPHbIX MPOrpaMm, OTNNYUTENBHON OCOBGEHHOCTHIO
KOTOpOW SBMSIETCS CMOCOOHOCTb K pa3MHOXeHMto. B gononHeHve K 3TOMy, BMPYCbl MOTMYT MOBPEAWTb WK
MOSTHOCTbIO YHUYTOXUTb BCE (painbl U AaHHble, MOAKOHTPOSIbHbIE MOMb30BATEN0, OT UMEHU KOTOPOro 6Gbina
3anyuieHa 3apakeHHas nporpaMmma, a Takke NoBpPeanTb MU AaXe YHUYTOXUTb ONepPaLMOHHY CUCTEMY CO BCEMU
ghannamu B uenom. B 6onbLINHCTBE CriyyaeB pacnpoCTpaHSTCS BUPYChl Yepe3 MHTEPHET.

MeToabl 3alMTbl OT BPEeAOHOCHBIX MPOorpamm:

1. Wcnonb3yin COBpEMEHHble OMnepauMoHHbIE CUCTEMbl, UMENLME CEepbe3Hbli YPOBEHb 3alliuTbl OT
BPEAOHOCHbIX NPOrpamm;

2. TocTosiHHO ycTaHaBnuMBal navyt (UMGPOBLIE 3annaTku, KOTOpble aBTOMAaTUYECKU YCTaHaBMMBAOTCA C
uenblo JopaboTkM nporpammbl) U Opyrme OBHOBIEHUSI CBOEW OMnepauuoHHOW cuctembl. CkaumBan UX TOMbKO C
odhuumanbHoro canta paspabotynka OC. Ecnu cyiectByeT pexxum aBToMmaTni4eckoro 0GHOBEHUS, BKITHOYN €r0;

3. PaboTail Ha cBoeM KOMMblOTEPE Nof NpaBamMu Mosb3oBaTensi, a He agMUHUCTpaTopa. JTO He No3BONUT
GONbLUMHCTBY BPEAOHOCHbBIX MPOrpamMm MHCTanmMpoBaTbCsa Ha TBOEM NepCoHanibHOM KOMMbIOTEPE;

4. Ncnonb3yn aHTUBUPYCHblE MporpaMMHble NPOAYKTbl U3BECTHbIX MPOM3BOAUTENEN, C aBTOMaTUYECKUM
obHoBneHnem 6as;

5. OrpaHnyb U3NYECKMn 4OCTYN K KOMNbIOTEPY A1si MOCTOPOHHUX JNL;

6. Micnonb3yi BHELLHWE HOocUTeNu nHopMaumm, Takme Kak dreLlka, AUCK nnu dann n3 UHTepHeTa, TONMbKo
N3 NPOBEPEHHLIX NCTOYHUKOB,
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7. He oTkpbiBait KOMMbIOTEPHbIE (painbl, NOMyYEeHHblEe U3 HEHAOEXHbIX WCTOYHUKOB. [laxe Te hainbl,
KOTOpble npucrarn TBOW 3HAaKOMBbIW. Jly4lle yTO4YHM Y HEro, oTnpaBnsn fiv oH Tebe nx.

Cetn WI-FI

Wi-Fi - aTO He BuA nepegayvv OaHHbIX, HE TEXHOMOrMsl, a Bcero nuwb 6peHp, mapka. Ewe B 1991 rogy
HuaoepnaHackas komnaHus 3apeructpupoBana 6peHg "WECA", yto obosHayano cnosocoveTaHune "Wireless
Fidelity", koTopblii nepeBoauTcs kak "6ecnpoBogHas TOYHOCTb".

[o Hawero BpemeHu fowrna gpyras abbpeBmaTtypa, KOTopasi SBMSIETCS TakoW Xe TexHomrormen. IOTo
abbpesunatypa "Wi-Fi". Takoe Ha3BaHue ObINO AaHO C HAMEKOM Ha CTaHAapT BbICLUEN 3BYKOBOWM TexHukn Hi-Fi, yto
B NepeBoe 03HayaeT "BblcoKasi TOYHOCTL".

Oa, OecnnaTtHbIN MHTEPHeT-A0CTYyNn B Kad’)e, oTendax n asponopTax ABndeTcA OTNNYHON BO3MOXXHOCTLIO
BbIXOAa B UHTEPHET. Ho mHorune 9KCNepTbl CHUTAKOT, YTO O6LLI.€LI,OCTyI'IHbIe Wi-Fi ceTn He sBnsitoTca 6e3onacHbIMU.

CoBeTbl No 6e3onacHocTM paboTbl B 00LWenocTynHbix cetax Wi-fi:

1. He nepepaBan cBolo nu4yHyto WHopMaumio yepes obuiegoctynHble Wi-Fi cetn. Pabotasa B Hux,
)XenaTenbHO He BBOAMTb Naponv AoCTyna, NOrMHbI U KakMe-To HoMepa;

2. Vicnonb3yn n 06HOBMAN aHTUBMPYCHbIE Nporpammbl U 6paHamayep. Tem cambiM Thl 06e3onacuilb ceds ot
3aKayku BMpYyCa Ha TBOE YCTPOMCTBO;

3. MNpwu ncnonesosanmnm Wi-Fi oTkntoum dyHkumio "O6wmin goctyn Kk hanam n npuHTepam”. [JaHHas dyHKuus
3aKpbiTa MO YMOMNYaHWIO, OOHaKO HEKOTOpble MONb30BATENU aKTUBUPYIOT ee Anst yaobcTBa WCMONb30BaHMS B
pabote nnn yyebe;

4. He ncnonb3yn nyonunynbin WI-FI ans nepegaym nuuHbiX AaHHbLIX, HANPUMEpP Ansl BbiXo4a B coumarnbHble
CETU UNN B 3NEKTPOHHYO MOYTY;

5. Ncnonb3yi Tonbko 3awmeHHoe coeguHeHnne veped HTTPS, a He HTTP, T.e. npn Habope Beb-agpeca
BBOAM MMeHHO "https://";

6. B mobunbHoMm TenedoHe oTknmoum dyHkuuo "lMogkrovenne k Wi-Fi aBTomaTtudeckn”. He ponyckam
aBTOMAaTMYECKOro NoAknoYeHnsa yctponcrtea k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTn

CoumanbHble CETU aKTUBHO BXOAAT B HALY KU3Hb, MHOTME Noan paboTaroT M XKMBYT TaM MOCTOSHHO, a B
Facebook yxe 3apernctpupoBaH Munnuapn YerioBek, YTO SBNSAETCA OOQHOW CeAbMOW BCEX XWUTeren MraHeTbl.
MHorve nonb3oBaTeny He MOHUMAIOT, YTO MHOPMAaLUA, pasMeLLleHHas MU B COLManbHbIX CETAX, MOXET ObITb
HalgeHa 1 CMoNb30oBaHa KeM YyrogHo, B TOM Yncne He oba3aTensHO ¢ 6nariMm HamepeHUsiMu.

OcCHOBHbIe COBEThI N0 6E30MNaCHOCTU B CoLNarnbHbIX CETSX:
1. OrpaHunydb cnucok gpy3en. Y 1ebsi B Apy3bsiX HE AOMKHO ObITb CrydariHbIX Y HE3HAKOMbIX STIOAEN;

2. 3awuuan CBOK YacTHYI XM3Hb. He ykasbiBan naponwu, TenedoHbl, agpeca, Aaty TBOEro pPOXAEHUS U
OPYTYI0 NMYHYO MHAOPMALMIO. 3MOYMBILLNEHHUKMA MOMYT UCMOMNb30BaTh AaXe MHAOPMALMIO O TOM, Kak Tbl U TBOU
pPOAUTENM NMaHMPYETE NPOBECTU KaHUKYITbI;

3. 3awumian cBolo penyTaumio - EPXKM ee B YNCToTe U 3adaBan cebe Bonpoc: xoTen 6bl Tbl, YTOObLI Apyrve
nonb3oBaTeny BUAENU, YTO Tbl 3arpyxaelub? NogyMain, npexae Yem 4YTo-To onyobrnmnkoBaTh, HaNUcaTb U 3arpysuThb;

4. Ecnu Tbl roBOpuLLb C NtOAbMW, KOTOPbIX HE 3Haellb, HE VICI'IOJ'Ib3yIZ CBO€ pealibHOE UMA U OPYryko JIMYHYIO
VIH(*)OpMaLI,VIVIZ M4, MeCTO XUTenbcTtBa, MeCcTo yqe6b| n npo4yee;

5. VN3beran pasmelleHus doTtorpacduin B IHTepHeTe, roe Tbl M300paXKeH Ha MECTHOCTU, MO KOTOPOW MOXHO
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onpenerintb TBOE MECTOMNOJI0XEHUE;

6. Mpu peructpaumn B coumansHoi ceT HeOBX0AMMO UCMOMb30BaTb CIOXHbLIE Naponu, cocTosLwme 13 Byke
1 UMdp U C KONNYECTBOM 3HAKOB HE MeHee 8;

7. lna coumnanbHOM CeTH, NOYTbI U apyrux caToB He0OX0AMMO MCMONb30BaTb pa3Hbie naponwu. Torpa ecnu
Tebs B3NOMatoT, TO 3MOYyMbILUNTEeHHUKX nony4at AOCTyn TOJ1IbKO K OAHOMY MECTY, a HE BO BCe Cpas3y.

OneKTpoHHbIe AeHbrn

aﬂeKTpOHHble AOeHbrn - 3TO O4YeHb y,ElOGHbIIZ crnocob nnartexen, OAHAaKO CyLeCTBYOT MOLWEHHUKN, KOTOPblie
XOTAT NONYYNUTb 3TN OEHbIN.

SﬂeKTpOHHbIe OEeHbr'm noABMInNCb coBCeM HegaBHO U MMEHHO U3-3a 3TOro BO MHOIMNMX rocygapcrtBax Ao Cux
nop He nNponncaHo Npo HUX B 3aKOHax.

B Poccun e OHM (PYHKLMOHMPYIOT U O HUX YXXe MpOoMnmMcaHoO B 3aKOHe, rae ux pasgensitoT Ha HECKOSNbKO
BMOOB - aQHOHMMHbIE U HE aHOHMMHble. PasHuua B TOM, YTO @HOHWMHbIE - 3TO T€, B KOTOpbIX paspeluaeTcs
npoBoauTb onepauun 6e3 maeHTuduKaumm nonb3oBaTend, a B HEAHOHUMHbIX WAEHTUdMKALUS nonb3oBaTens
aBnsgeTcsa obs3aTenbHON.

Tawkke cnegyeT pasnuuaTb 9NEKTPOHHble puaTHble OeHbrn (paBHbl FOCYOapCTBEHHbIM BanioTam) U
3NEKTPOHHbIE HemaTHble AeHbrM (He paBHbl FOCYAAPCTBEHHBIM BanoTam).

OcHoBHble coBeThbl No 6e3onacHon paboTe ¢ SNEKTPOHHBIMU AEHbramu:;

1. MpuBSXM K cHETY MOBUIBbHBIN TenedoH. ATo camMbirt YAOOHbLINA U ObICTPLIN cNOCcO® BOCCTAHOBUTL AOCTYN K
cuety. lNMpmBA3aHHbLIN TenedoH NOMOXET, ecnu 3abyaellb CBOW MMAaTEXHbIA Naposfib UNW 3argellb Ha CanT C
HEe3HaKoMOro yCTPONCTBa;

2. Ncnonb3yn ogHopasoBble naponu. locne nepexoga Ha ycuneHHyo aBTopusaumio Tebe yxe He Byper
yrpoXkaTb OMACHOCTb KPaXKun UK NepexsaTa MNnaTeXXHOoro napons;

3. Bbibepu cnoxHbin naponb. lNMpectynHukam OygeT He MpPOCTO yragaTb CIOXHbIM naponb. HagexHble
naponu - 3To Napornu, KOTopble coaepXxaT He MeHee 8 3HAKOB M BKITIOYaKOT B Ce0S CTPOYHbIE U MPOMUCHbIE BYKBbI,
LuMdpbl M HECKONBbKO CUMBOJSIOB, TakMe Kak 3HaK gonnapa, yHTa, BOCKNMUATENbHbIM 3HAK U T.n. Hanpumep,
$tRONg!;;

4. He BBOAM CBOM NMYHbIE AaHHbIE HA calTax, KOTOPbIM HEe AOBEPSELLb.
AneKkTpoHHaA no4ta

OnekTpoHHas MnoyTa - 9TO TEXHONMOrMs U NpeaocTaBhsieMble €0 YCAyrM MO Mepechbiike M MOSTyYEHUIo
3MEKTPOHHbIX COOOLLEHUIN, KOTOPbIE pacrnpenenstoTcs B KOMMbOTEPHOM ceTu. OBbIYHO SMEKTPOHHbLIA MOYTOBbIN
AWK BbIMAANT criegylowmm obpas3om: MMsA_Nonb3oBatena@uvsi_aomeHa. Takke Kpome nepegadym npocToro
TEKCTa, UMeeTCHa BO3MOXHOCTb NepedasaTb hannbl.

OcHoBHble coBeThbl No 6e3onacHo paboTe C SNEKTPOHHOM NOYTOMN:

1. Hapo BbiOpaTb NpaBWIlbHbIA MOYTOBLIA CepBUC. B MHTEpHETe eCTb OrpoMHbIA BbIOOp GecnnaTHbIX
MOYTOBbIX CEPBUCOB, OAHAKO Ny4lle AOBEPATb TEM, KOO 3HAELUb W KTO NEePBbIN B PENTUHTE;

2. He ykasbiBam B JNWYHOW MOYTE JWYHYKO  MHopmauuio. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIN_daHaTt@" unu "pok2013" BmecTo "Tema13";

3. Ncnonb3yii AByxaTanHyo aBTopm3aumio. ITo Korga NnoMMMO Maponst HY>KHO BBOAWTL Kog, MpuUcbklinaeMblii
no SMS;

4. BbiGepwn CrnoxHbl napornb. Ons kaXkaoro No4YToBOro slMKa SOIMKEH ObiTb CBOW Ha4EXHbINA, YCTOMYMBBIN K
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B3J10MY NapoOrsib;
5. Ecnn ecTb BO3MOXHOCTb HanucaTb camMmomy CBOW NMNYHbIN BOMpOcC, I/ICI'IO.I'IbSyIZ 3TY BO3MOXHOCTb;

6. |/|CI'IOJ'Ib3yIZ HECKOJIbKO MOYTOBbIX ALLWKOB. I'IepBb||71 Onsi YacTHom nepennckn ¢ agpecaramum, KOTOpbIM Thbl
noBepdeLlb. 310 SHGKTpOHHbIVI aapec He Hago ucnonb3oBaTb NpU perncTpaunm Ha cbopymax n canrax;

7. He oTkpbiBan hannbl U gpyrne BNOXeHUs B MUCbMax, Aaxe eCnn OHW NpUwuM oT TBOUX Apy3en. Jlydwe
YTOUHW Y HUX, OTNPaBnAny Nu oHn Tebe atun dannsi;

8. MNocne okoH4yaHWs paboTbl Ha NOYTOBOM CEPBUCE Nepes 3aKkpbiTUEM BKIaAKM C caiToM He 3abyab HaxaTb
Ha "Bbinti".

KnbepOynnuHr unu BupTyanbHoe u3geBaTenbCcTBO

KM6ep6yJ'IJ'IMHF - npecnegoesaHue COO6LL|,6HI/I9|MM, coaepxawmmmn OCKOp6]‘IeHM$|, arpeccuto, 3anyrmsaHue;
XynuraHcTBo,; couunarnbHoe 6OI;1KOTMpOBaHMe C NOMOLLbHO Pa3fINYHbIX NHTEPHET-CEepPBUNCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ KNbepbynnmMHrom:

1. He 6pocaica B 6oi. Jlyywmin cnocob: nocoBeToBaTbCs Kak cebsa BECTU U, €Cnn HET TOro, K KOMY MOXHO
obpaTtuTbCA, TO BHayane ycrnokoutbcs. ECnn Tbl HayHeLWb OTBeYaTb OCKOPOMEHMAMM Ha OCKOPBMNeHns, TO TOMbKO
eLle 6onblue pasoxkellb KOHIINKT;

2. YnpaBnsawn ceoen knbeppenyrtauuen;
3. AHOHMMHOCTb B CETU MHMMasi. CyLLLEeCTBYIOT CNOCODbI BbISICHUTb, KTO CTOMT 3@ @HOHMMHbIM aKKayHTOM;

4. He cTouT BECTU XYynUraHckuin obpa3s BMPTYyarbHOM XM3HWU. VIHTEpHET dmKcupyeT BCce TBOU OENCTBUS U
COXpaHsaeT uX. YaanuTtb ux OyaeT kpanHe 3aTpyAHUTENbHO;

5. Cobntogan cBow BUPTYaribHYK YeCTb CMOJIOAY;

6. NrHopupyn eguHuuHbIn HeratmB. OOHOpa30Bble OCKOPOMTENbHbIE COOBLLUEHMS fy4lle WUrHOPMPOBAaTb.
O6bIYHO arpeccus npekpallaeTcsl Ha HavanbHOW CTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOOLLUEHMAMM, B couManbHbIX CETSX eCTb
BO3MOXXHOCTb O/TOKMPOBKM OTMNpPaBKM COOBLLIEHNI C onpeaeneHHbIX aapecos;

8. Ecnu Tbl cBMAeTenNb kKnbepbynnmHra. TBou OeNCTBUS: BbICTYNUTb NPOTUB NpecrieqoBaternsi, nokasaTtb emy,
YTO €ero OerCcTBUS OLIEHVMBAIOTCA HEraTMBHO, NMOAAEPXKaTb XXEePTBY, KOTOPOM Hy)XHA MCUXOnorMyeckasi rmomoLlb,
CO0BLWUTL B3POCIbIM O dhaKTe arpeccMBHONO NoBeAeHUs B CETU.

Mo6unbHbIN TenedoH

CoBpeMeHHble cMapTdOHbI 1M NaHWeTbl cogepXaTt B cebe BNomnHe B3pOChbIf (PyHKUMOHAS, U TENEPb OHU
MOTyT KOHKYPUPOBaTb CO CTaLMOHapHbIMKM KoMnbloTepamu. OgHako, cpeacTB 3awuTbl Ansi NOgO0OHbBIX YCTPOMCTB
noka o4yeHb marno. TecTupoBaHUe U NOUCK YSA3BUMOCTEN B HUX NMPOUCXOOMUT HE Tak UHTEHCUBHO, kak and [K, To xe
camoe KacaeTcsl U MOBUMBbHLIX MPUNOXEHWNIA.

CoBpeMeHHble MOOWbHble Opay3epbl yXKe MpakTUYecKM [OrHanu HacTosflbHble aHanory, OgHako
paclumpeHmne yHKLMOHana BrieyeT 3a co6oi 6orblUyo CIOXXHOCTb Y MEHbLLYH 3alULLEHHOCTb.

[aneko He Bce npon3soanTeNn BbiMyCKakOT 0OHOBNEHMS, 3aKpbiBawLWne KpUTUYECKMe yA3BUMOCTU OnNA
cBOUX yCTpOVICTB.

OcHoBHbIe coBeTbl A5t 6e30nacHOCTM MOBUITBHOTO Teﬂed)OHaZ

Huyero He sBnsetca no-HacrtosAwemy OecnnartHbIM. Eyﬂ,b OCTOpOXeH, Bedb Korga Tebe npegnararoT
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OecnnaTtHbI KOHTEHT, B HEM MOryT ObITb CKpPbITbl KaKne-To niiaTHbIe YCIyru,

Oyman, npexage yem otnpaBute SMS, ¢oTo mnm Buaeo. Tbl TOMHO 3HaelWb, rAe OHM ByayT B KOHEYHOM
utore?

HeobxoamMmMo 06HOBNSITE ONepaLMOHHYI0 CUCTEMY TBOErO CMapTdOHa;
Vcnonb3yi aHTMBMPYCHbIE NPOrpaMMbl Anst MOOUIbHbIX TenedoHOB;

He sarpyxai NpunoXxeHuUs OT HEW3BECTHOrO WCTOYMHMKA, BEAb OHW MOryT coAepaTb BpenoHOCHOe
nporpaMmMHoe obecneyeHue;

Mocne Toro kak Tbl BblAgELWb C cawTa, rae BBOAMI NIMYHYK MHOopMauuio, 3aiam B HacTponku bGpaysepa u
yoanu cookies;

Mepuoanyeckn nposepsn, Kakne nnaTHble YCryrn akTuBUPOBaHbl HA TBOEM HOMEDE;

[asawn cBon HOMep MOBUNBHOMO TenedoHa TONbKO NIAAM, KOTOPbIX Thbl 3HAELLb U KOMY AOBepsieLLb;

Bluetooth gomkeH BbITb BbIKMOYEH, KOrga Thl UM He nonb3yellbes. He 3abbiBan nHorga npoBepsATb 3T0.
Online urpbi

COBpeMeHHbIe OHﬂaVIH-MprI - 3TO KpacCo4Hble, 3axBaTbiBawlline pa3BlievyeHus, 06'be,EI.I/IH$|IOLIJ.VIe COTHU
TbICSIY YernoBeKk Mo BCeMy MUpY. Urpoku uccnegyoT OaHHbIA UM Mup, obLiatoTcs Opyr C OApPYroMm, BbIMOMHSOT
3a/jaHusl, CpaXkatoTCsl C MOHCTPaMM U MOofy4atoT OMbIT. 3a YAOBOMbCTBUE OHM NNATSAT: MOKYNakT AUCK, OnavnsatoT
aboHeMEHT unu NnpnobpeTaroT Kakme-To Onuumu.

Bce 3T cpeactBa uayT Ha nopdepkaHWe W pasBUTME WIPbl, a Takke Ha camy G6e30MacHOCTb:
COBEPLLEHCTBYHOTCS CUCTEMbI aBTOPM3aLUM, BbINycKalTCsl HOBbIE naTyu (UndpoBble 3annaTtku Arns nporpamm),
3aKpbIBAOTCS YSA3BMMOCTU CEPBEPOB.

B nogobHbIX urpax CTOMT onacaTbCA He CTONbKO CBOMX COMEPHWMKOB, CKOJbKO Kpaku TBOEro mnaporisi, Ha
KOTOPOM OCHOBaHa cucTema aBTopu3auny 6onbLUMHCTBA Urp.

OcHoBHble coBeThbl N0 6e30MacHOCTM TBOErO MrpOBOIro akKkayHTa:

1. Ecnun gpyron urpok BegeTt cebs nnoxo unu cosgaeT Tebe HenpuAaTHOCTKU, 3abroKupyr ero B Crmvcke
UrPOKOB;

2. MNoxanyiicsa agMUHUCTpaToOpam Urpbl Ha MIIOX0e NOBEAEHME 3TOro UIPoKa, JKenaTenbHO NPUIOKUTL Kakue-
TO [OKa3aTeNnbCTBa B BUOE CKPUHOB;

3. He ykasbiBan nuyHyo nHdopmaumio B npodanne urpsbl;
4. YBaxan apyrux y4acTHUKOB NO Urpe;

5. He yctaHaBnuBan HeoduumnanbHble NaTtin n Moabl;

6. Micnonb3yn crnioxHble 1 pasHble Napony;

7. Jaxe BO BpeMsa Wrpbl He CTOUT OTKMYaTb aHTuBMpyc. [Moka Tbl Mrpaellb, TBOW KOMMbIOTEP MOryT
3apasuTb.

PULWINHT Unu Kpaxa NMUYHbIX OaHHbIX

O6bI4HOM Kpa>|<el7| OeHer n OOKyMEeHTOB CerogHd yXe HUKOro He yaumBullb, HO C pasBUTUEM UHTEPHET-
TexHonorum 3MOYMbILUNTEHHUKN nepeMeCTUITMCb B UHTEPHET, N Npo4OITKalT 3aHMMaTbCA "no6bmumMbIM" genom.
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Tak nosiBunacb HoBas yrposa: WHTEPHET-MOLLUEHHUYECTBa UNU OULLIMHS, FMaBHas Liefb KOTOPOro COCTOUT B
nonyyYyeHnn KoHpUAEHLManbHbIX AaHHbIX Nonb3oBaTenen - NorMHOB U naponen. Ha aHrnuiickom sasbike phishing
ynTaetcs kak duwmHr (oT fishing - peibHas noens, password - naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLIMHIOM:

1. Cnegu 3a cBOMM adKKayHTOM. Ecnun Tbl noagospesaellb, YHTO TBOA aHKeTa Oblna B3nomaHa, To HeobxogMmo
SaGHOKMpOBaTb ee N coodWwnTb aAMUHUCTpPaTopaM pecypca 06 39TOM Kak MOXHO CKopee,;

2. |/|CI'IOJ'II:3yl71 Oe3onacHble Beb-calTbl, B TOM Yucne, MHTEepPHEeT-Mara3smHoB U NMOUCKOBbIX CUCTEM;

3. |/|CI'IOJ'Ib3yl71 CNOXHble N pa3Hble Maponun. Takum o6pa30M, ecnu Tebs B3nomalwT, TO 310y MbILLUNTEHHUKN
nonyyart AO0CTyNn TONbKO K O4HOMY TBOEMY I'IpO(*)I/IJ'HO B CE€TU, a HE KO BCEM,

4. Ecnu Teb5 B3nomanu, To HeobxoaMMo nNpeaynpeanTs BCEX CBOUX 3HAKOMbIX, KOTOpble fobaBneHbl y Tebs
B OpYy3bsiX, O TOM, 4YTO Tebsa B3nomanu 1, BO3MOXHO, OT TBOEro UMeHU ByaeT paccbinatbCsl Cnam M CCbIKU Ha
PULLIMHIOBbIE CaNThl;

5. YcTtaHoBu HagexHbin naponb (PIN) Ha MoBunbHbBIN TenedoH;
6. OTkNtouM coxpaHeHne napons B 6paysepe;

7. He oTkpbiBan hannbl U gpyrne BNOXeHUs B MUCbMax, Aaxe eCnn OHW NpULM oT TBOUX Apy3en. Jlydwe
YTOYHM Y HUX, OTNPaBAANU nn oHn Tebe atn danneol.

LUuncpoBas penyTtauums

Lincdpoas penyTtauusi - 3T0 HeraTMBHasi Uy NO3NTUBHAA MHAopMaLms B ceTn o Tebe. KomnpomeTupytoLas
WMHpopmauus, pasMeLLeHHas B UHTEPHETE, MOXET Cepbe3HbIM 0Opa3oM OTPasnUTbLCA Ha TBOEW pearlbHOM XXU3HW.
"Lindppoas penytaums" - 370 TBON UMULXK, KOTOPbIA hopMupyeTcs u3 nHpopmaumm o Tebe B MHTEPHETE.

TBOE MECTO XMTENbCTBA, y4ebbl, TBOE (PMHAHCOBOE MOSIOXKEHME, OCOBEHHOCTU XapaKTepa W pacckasbl O
Gnn3KNX - BCE 9TO HaAKaNNMBaETCS B CETU.

MHorne nogpoCTKM IErkOMbICITIEHHO OTHOCATCS K nybnvkauum nuyHon uHdopmauumn B MHTepHeTe, He
NMOHMMasa BO3MOXHbIX NOCNeACcTBMI. Thbl JaXe HE CMOXELUb JoragaTbCsl 0 TOM, YTo dpoTorpadms, pasmMelleHHas 5
neT Hasag, crtana npuynHOM OTKasa NPUHATL TebA Ha paboTy.

KommeHTapuu, pasmerleHune Teomnx cdootorpacduii n gpyrme 4enctemst MOryT He MCUE3HYTb Aaxe nocne Toro,
Kak Tbl UX yganuub. Tbl He 3Haellb, KTO COXpPaHWUi 3Ty MHOpMaUMio, nomnana nn oHa B NOWUCKOBbIE CUCTEMbI U
coxpaHunach /i1 OHa, a [MaBHOE: YTO NoAYMalT O Tebe OKpyXKatoLme Nan, KoTopble HAKOYT 1 YBUAAT 3T0. HaiTn
NMHOPMaLIMIO MHOTO NET CMYCTS CMOXET Mtobol - kak U3 foOpbIX NOBYXAEHUIA, Tak U C HAMEPEHNEM MPUYUHUTL
Bpea. OT0 MOXeT ObITb KTO YrogHo.

OcHoBHbIe coBeTbl NO 3awmTe UMPOBON penyTaunm:
1. MNogymawn, npexae 4yem 4To-To NybnmkoBaTh U NepedaBaTth y cebs B 6nore Unv B coUManbHON CeTu;

2. B HacTpomkax npoduns ycTaHOBM OrpaHU4eHusi Ha MpPOCMOTP TBOEro npoduna u ero cogepXumoro,
caenan ero Tornbko "ons apysen”;

3. He pa3meLyan n He yKkasbiBan MHPOPMaLMIO, KOTOpasi MOXET KOro-nnbo ockopbnsTte unm obmxarts.
ABTOpCKOe npaBo

COBpeMeHHbIe LUKOJIbHUKN - aKTUBHbIE MOJ1b30BaATENN LI,VI(*)pOBOFO NPOCTpaHCTBA. OpHako paneko He Bce
3HaAKT, 4TO nNOJib30OBaHME MHOIMMMU BO3MOXHOCTAMU LI,I/ICprBOFO Mupa TpeGyeT cobnioaeHus npaB Ha
MHTENNEeKTyarbHyo COOCTBEHHOCTD.
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TepMI/IH "I/IHTeJ'IJ'IeKTyaJ'IbHaﬂ cobCTBEHHOCTL" OTHOCUTCH K pPas3nn4HbiIM TBOPEHUAM YernoBeYyeCKoro ywma,
Ha4ynHaa C HOBbIX M3O6peTeHVIl7I N 3HaKOB, 0603Ha4YaloWKUX coBCTBEHHOCTbL Ha NPOAYKTbl N YCNyrnu, N 3akaH4nBad
KHUramu, (*)OTOFpa(bMﬂMI/l, KMHO(bMﬂbMaMI/I N My3blKallbHbIMU Npon3BeeHUAMN.

ABTOpCKME MpaBa - 3TO NpaBa Ha MHTEMNNeKTyanbHy COBCTBEHHOCTb Ha NPOU3BEAEHUA HayK1, NUTepaTypsbl
N 1ckyccTBa. ABTOPCKME MpaBa BbICTYMalOT B KAYECTBE rapaHTUW TOro, YTO MHTENNeKTyanbHbIA/ TBOPUYECKUn Tpya,
aBTopa He ByaeT HampacHbIM, 4acT eMy CripaBenuBble BO3MOXHOCTM 3apaboTaTh Ha pesynbTarax CcBoero Tpyaa,
MomnyyYnTe W3BECTHOCTbL W MpusHaHue. Hukto 6e3 paspelleHVss aBTopa He MOXET BOCMPOU3BOAUTL €ro
npousBeeHne, PacnpocTpaHaTb, Ny6NMYHO OEMOHCTPMPOBaTh, NPoAaBaTh, UMMNOPTMPOBATL, MyckaTb B MpPOKar,
NyGNUYHO UCTIONHATB, NMOKa3bIBATL/UCMOMHATL B 3pupe unu pasmeLlaTs B MIHTepHeTe.

Mcnonb3oBaHue l'I'Il/‘IpaTCKOFO" nporpamMmmMHoro obecneyeHnss MoXxeT npmBeCcTn K MHOIMM pUCKaM: OT noTepu
OaHHbIX K TBOUM aKkKKayHTamM [0 6J'IOKI/1pOBKM TBOEro yCTpOﬁCTBa, rae yCctaHoBlieHa HenerarbHaa nporpamMmma. He
CTOMUT Takxe 3abblBaTb, YTO CyLLECTBYIOT JeraribHble n OGecnnartHble nporpamMmmbl, KOTOpbl€ MOXHO HaWTW B CETWU.

O noprtane

CeTeBMYOK.ph - TBOW [MaBHbLIN COBETYMK B CeTU. 34ecb Thl MOXeElb y3HaTb O 6e30macHOCTU B CeTu
MOHATHLIM U AOCTYMHbLIM A3bIKOM, @ NPU BO3HUKHOBEHUN KPUTUYECKOW CUTyauMmn 06paTuTbCs 3a COBETOM. A Takke
MPUHATb y4acTue B KOHKypcax U cTaTb CaMbiM LMPOBbLIM rpaxgaaHuHoMm!

Mpunoxexne N 3
NAMATKA AN POAUTENEN O6 UH®OPMALNMOHHON BE3OMNACHOCTU AETEN

OnpepeneHve TepMmnHa "nHdbopmMmaumoHHasa 6esonacHocTb aeten” copepxutcs B PegepanbHom 3akoHe N
436-903 "O 3awuTe geten OT MHGOPMaUMM, MPUHUHAIOLWLEN Bpen WX 340pOBbI0 M pasBUTUIO", PerynmpyroLmm
OTHOLLIEHMS!, CBA3aHHbIE C 3alLMTON AeTen OT UHpopMaLMK, NPUYMHSIOLLIEN BPEed UX 300POBbLIO U (MNN) pa3BUTUIO.
CornacHo gaHHOMY 3aKoHy "MHGOpMaLMOHHas Ge3onacHoCTb AeTen" - 3TO COCTOsIHME 3alUULLEHHOCTW, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBA3AHHLIN C NPUYMHEHMEM NHAOPMAaLMEN Bpeaa X 300pOoBbHo U (Mnu) msnyeckomy,
NCUXMYECKOMY, LYXOBHOMY, HPABCTBEHHOMY Pa3BUTUIO.

B cuny ®enepanbHoro 3akoHa N 436-P3 nHdopmaumnen, NpuuanHSIOLWEN Bpen 300pOBbI0 U (MNK) pasBuUTUIo
JeTen, asnsaeTcs:

1. HOpMaLMS, 3anpeLleHHas sl pacnpoCcTpaHeHUst Cpean AeTen;

2. WHopmauusa, pacnpocTpaHeHMe KOTOPOW OrpaHMYeHO cpeau OeTen onpegeneHHbiX BO3PacTHbLIX
KaTeropun.

3. K vHdopmaumu, 3anpeLleHHoN Ang pacnpocTpaHeHns cpeaun geTen, OTHOCUTCS:

4. nHopmMaums, nobyxagarowas OeTel K COBEPLUEHNIO OEVWCTBUWA, MPeacTaBrsiowmX Yrpo3y WX XU3HU U
(Mrn) 300pOBLIO, B T.4. MPUYMHEHWIO BPE4a CBOEMY 3[0POBbIO, CAMOYOUINCTBY;

5. cnocoBHOCTL BbI3BaTh Y AETEW XenaHue ynoTpeduTb HapKOTUYECKME CPEeACTBa, NMCUXOTPOMHbIE U (MnK)
ofypMaHvBalLlMe BellecTBa, TabayHble W3Oenuvsi, ankoroflbHyl W CIUMpPTOCOAEepXKallylo MNPOAYKUMIO, NMUBO U
HanWTKW, U3roTaBNMBaeMble Ha €ro OCHOBE; MPUHATbL yvacTMe B asapTHbIX WUrpax, 3aHMMaTbCs MPOCTUTYLMEN,
6poaSHKHNYECTBOM UK NOMPOLLaNHUYECTBOM;

6. obocHoBbIBaloLWass wUnNu onpasgbiBaroliad OONYCTUMOCTb Hacunuma wu (I/IJ']I/I) XecTokocTn nmbo
n06y>|<narou.|,a;| OCyLLEeCTBINATb HACUITbCTBEHHbIE OENCTBUS MO OTHOLLEHMUIO K M0AAM U XKUBOTHbLIM;

7. oTpuuarLwiad CceMelHble LLEHHOCTU 1 cbopMleyrou.l,aﬂ HeyBaXXeHne K poautendam un (VIJ'II/I) OPYyrmm 4neHam
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cembM;
8. onpaBabiBatoLLasi NPOTMBOMNPABHOE NOBEAEHNE;
9. cogepxallasn HeLeH3ypHyto 6paHb;
10. cogepxallaa nHpopmaLumo nopHorpacmnyeckoro xapakrepa.

K uHopmaumm, pacnpocTpaHeHWe KOTOPOM OrpaHWMYeHo cpeau [neTeil OonpeaeneHHoro Bo3pacTa,
OTHOCUTCH:

1. MHCt)OpMaLI,Mﬂ, npeacraendemMada B suae |/|306pa>|<eH|/|;| UM onncaHna >XeCTtoKoCTH, (bI/I3I/ILIeCKOFO n (I/IJ'II/I)
NCUXNYECKOro Hacunua, npecrtynineHna nnm nHoro aHTI/IO6U.leCTBeHHOFO DEencTBus;

2. BbI3blBaOLLasa y AeTel CTpax, yXac WMIM NaHuKy, B T.4. MpeacTaBnsiemMasl B Buae M3o0paxeHus mnu
ONMCaHMs B YHWXalOLWEN 4YeroBevyeckoe [AOCTOMHCTBO (hpopMe HeHacWnbCTBEHHOM CMepTW, 3aborneBaHus,
camoybuiicTBa, HECHYACTHOrO Cryyasi, aBapum Unu katactpodbl U (UNK) UX NOCNEeaCTBUN;

3. npencraensiemas B Buae W300paXkeHUs WM OMMCaHMS MOSOBbIX OTHOLUEHUM MeXay MYXYMHON U
YXEHLLINHON;

4. cogepallasi 6GpaHHbIE CNOBa U BbIpaXXeHUs!, HE OTHOCSALLMECS K HELIEH3YPHON BpaHu.

C y4yetom atoro Bam npegnaratotcs npaeuna pabotbl B cetM WHTEpHET Ansi pasfuyHbIX BO3PaCTHbIX
KaTeropuin, cobnogeHne KoTopbiX NO3BONNT o6ecneyunTb MHAOPMALMOHHY0 6e30MacHOCTb BalLMX AETEN.

O6wue npasuna gnsa pogutenen

1. HezaBuncmmo o1 Bo3pacTa pebeHka ncnonb3ynTte nporpammMmHoe obecnedeHne, nomoratollee punbTpoBaThb
N KOHTPONMpOBaTb MHOPMaLMIO, HO HE NoNaranTecb NOSMHOCTBIO Ha Hero. Balwe BHUMaHWe K pebeHKy - rMaBHbIN
MeTop 3aLUnTbI.

2. Ecnn Baw pebeHOK MmeeT akkayHT Ha OAHOM M3 couumanbHbiXx cepsucoB (LiveJournal, blogs.mail.ru,
vkontakte.ru n 1.n.), BHUMATENbHO N3y4nTe, Kakyto MHGPOPMAaLMIO NOMELLAT €ro y4acTHUKM B CBOMX NMpodunsax m
onorax, Bkntovasi goTtorpadmm u BUAEO.

3. lNpoBepbTe, C KakKMMX APYrMMU calTamMu CBA3aH couunanbHbid cepBuc Bawero pebeHka. CTpaHU4ku
Bawero pebeHka MoryT 6bITb 6€30MacHbIMKU, HO MOTYT 1 COAEPXKaTb CChINTKU Ha HeXenaTernbHble N OnacHble CanTbl
(Hanpumep, NOPHOCANT, U CalT, Ha KOTOPOM APYr YNOMUHAeT HOMep coToBoro TenedoHa Bawero pebeHka unu
Baw gomawHuin agpec)

4. MNoowpsnte Bawunx geten coobwars 060 BCEM CTPaHHOM WIM OTTaSIKMBAOLWEM U HE CIIALLKOM OCTPO
pearnpywte, Korga OHW 3TO AenatroT (U3-3a onaceHusa NoTepsATb A0CTYN K IHTepHeTy 4eTn He roBOPSIT poaMTENAM
0 npobnemax, a Takke MOryT Ha4yaTb MCNONb30BaTb VIHTEpPHET BHE AOMa W LLUKOSbI).

5. BygbTe B Kypce ceTeBou Xu3Hn Bawero pebeHka. MIHTepecyiTech, KTo ux gpy3bs B MIHTepHET Tak xe, Kak
WHTEpecyeTeCb pearnbHbIMU OPY3bsMU.

BospacTt oT 7 go 8 net

B WMHTepHeTe pebeHoKk cTapaeTca MoceTUTb Te UMW UHbIE CailThbl, @ BO3MOXHO M 4aTbl, paspelleHne Ha
MoceLleHne KOTOpbIX OH He nony4un Obl OT poauTenei. MoaTomy poauTensiM ocoGeHHO nonesHbl OyayT Te
OTYeThl, KOTOpble MPEedoCTaBnATCA MporpaMmMaMyM MO  OrpaHWYEeHU0  WUCMonb3oBaHus WHTepHeTa, T.e.
Poautenbckuii KOHTPOIMb UMK TO, YTO Bbl CMOXETE YBMOETb BO BpeMeHHbIX chainax. B pesynbraTe, y pebeHka He
OyOeT OLYLIEHNS!, YTO 3a HUM BedeTCsl MOCTOSIHHBIA KOHTPOIb, OOHaKo, poauTenu GyayT no-fnpexHeMmy 3HaTb,
Kakue caiiTbl noceuwiaeT uMx pebeHok. [deTu B AaHHOM Bo3pacTe o06ragaroT CUIbHbIM YYBCTBOM CEMbW, OHU
[0BEpYMBLI M He COMHeBaloTcA B aBTopuTeTax. OHM NOBAT urpaTb B CETEBble Urpbl U MyTeLecTBOBaTb MO
WHTepHEeTY, UCNOMnb3ys 3NEKTPOHHYIO MOYTY, 3aX0AUTb HA CalTbl U YaTbl, He PpeKOMeHAOBaHHbIe POAUTENSAMMU.
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CoBeTbl No 6e3onacHocT B ceTn VIHTepHeT ons neten 7 - 8 net

1. CosgaviTe CMMCOK LOMALLUHMX NpaBun MocelleHus VIHTepHeTa npu ydactum geten u Tpebywnte ero
BbINOSTHEHUA.

2. Tpebyiite oT Bawero peGeHka cobnofeHusi BpeMEHHbIX HOPM HaxoxAeHusl 3a KomnbtoTepoM. MokaxuTe
pebeHKy, 4To Bbl HabnogaeTe 3a HUM He MoToMy 4To Bam 3To xoueTcs, a notomy 4to Bbl Gecnokoutech o ero
Ge3onacHOCTU 1 Bcerga rotoBbl eMy NoMOYb.

3. KomnbloTep ¢ nogkntoyeHneMm kK VIHTEPHETY OOIKEH HaxoouTbCcs B oOLer komMHaTe nog MpuUcMOTPOM
poauTenen.

4, |/|CI'IOJ'II:3yl71Te cneunarnbHble OeTCK1ue NonckoBble MaLLUHbI.

5. |/|CI'IOJ'II:>3yl71Te cpencrea 6J'IOKI/1pOBaHI/1$| HeXenaTternbHOro KOHTEeHTa KaK AOMNOfIHeHMe K CTaHOapTHOMY
PODMTeJ‘IbCKOMy KOHTPOIIO.

6. Cosgainte ceMenHbl ANEKTPOHHbIN ALUK, YTOObI HE NO3BONUTL AETAM UMETb CODCTBEHHbIE adpeca.

7. BnokmpyiTte gocTtyn k cavtam ¢ 6ecnnaTHbIMW MOYTOBLIMU SALLMKAMM C MOMOLLBI COOTBETCTBYHOLLENO
nporpaMmMHoro obecneyeHus.

8. MNpuyunte peten cosetoBaTbCs ¢ Bamu nepen onybnvkoBaHuemM Kakon-nnbo vHgopmaummn cpegcreamm
3NEKTPOHHOW MOYTLI, YaTOB, PErMCTPaLMOHHBLIX POPM 1 NpodUnen.

9. Hayunte geten He 3arpyaTb dainnbl, nporpamMmmbl UnNu My3biky 6€3 Ballero cornacus.
10. He paspeluainte getsim Ucnonb3oBaTth Cy>KObl MTHOBEHHOrO 06MeHa COOOLLEHMAMM.

11. B "Genbit" cnucok canToB, pa3peLUeHHbIX [Ofs1 MOCELLEHUS, BHOCUTE TOMbKO CalTbl C XOpOLUEW
penyTaumen.

12. He 3abbiBante GecegoBaTb € AeTbMU 00 uUX Opy3bsx B MIHTepHeTe, Kak ecnu Obl peyb LWa o Apy3bsX B
peanbHOM XU3HMU.

13. He genante "taby" n3 BONpoCOB NOMOBOW XWU3HW, TaK kak B IHTepHETE AeTN MOTYT fIerko HaTKHYTbCS Ha
nopHorpaduio unu cantol "gnsi B3pocnbIx".

14. MpunyunTe Bawero pebeHka coobLiaTb BaMm O NOObIX yrpo3ax unm TpeBorax, CBA3aHHbIX ¢ MIHTepHETOM.
OcTtaBanTecb CMOKOWHLIMW U HAMOMHUTE OETAM, YTO OHM B Ge3onacHOCTW, ecrnv camm pacckasanv BaMm O CBOMX
TpeBorax. [oxBanute nx n NOCOBETYWATE NOQONTM eLle pa3 B Nog06HbIX Criyyasix.

Bo3spacT geten ot 9 no 12 nert

B paHHOM BoO3pacTe AgeTu, Kak NpaBuMo, YXe HachbilaHbl O TOM, Kakas MHgopMauusa cyuwlecTtByeT B
WHTepHeTe. COBEPLUEHHO HOPMArbHO, YTO OHM XOTAT 3TO YBMAETb, MPOYECTb, ycnbiwaTb. [1pyM 3TOM HyXXHO
MOMHWUTb, YTO AOCTYN K HeXenaTeNnbHbIM MaTepuanam MOXHO Jerko 3abnokvpoBaTb Mpy MOMOLUM CpPeacTs
Poantenbckoro KOHTPons.

CoBeTbl N0 be3onacHocTy Ang aeten ot 9 go 12 net

1. CosganTte CNMCOK AOMAaWHWMX npaBun noceweHnss WHTepHeT npu ydactuu getenm mn Tpebymte ero
BbIMOMNMHEHUS.

2. Tpebyiite oT Baluero pebeHka cobnoaeHNsi HOPM HaxXOXOEHUsI 38 KOMMbIOTEPOM.

3. Habnopaiite 3a pebeHkoM npu paboTe 3a KOMMbIOTEPOM, MOKaXuTe emy, 4YTo Bbl Becrnokontecb o ero
6e30MacHOCTM 1 BCeraa roToBbl Oka3aTb EMY MOMOLLb.
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4. KoMmnbloTep € nogkniodeHveM B VIHTEpHeET OOormkeH HaxoauTbcs B obllel KoMHaTe nof MpUCMOTPOM
poautenen.

5. |/|CI'IOJ'Ib3yl7ITe cpenctea 6J'IOKI/1pOBaHI/1$| HeXenaTternibHOro KOHTEeHTa KaK AOOMNOfIHeHMe K CTaHOapTHOMY
POﬂMTeJ'IbCKOMy KOHTPOIIO.

6. He 3abbiBaiiTe NpuHUMaThL HEMOCPEACTBEHHOE y4acTue B XuU3HM pebeHka, GecefoBaTth ¢ A4eTbMU 06 WX
Apy3bsax B MIHTepHeTe.

7. HactauBainTe, 4TOGbl 4€TW HUKOrAaA He cornallanncb Ha fMYHble BCTPeYM C ApYy3bsMu Mo VIHTEpHETY.
8. Mo3BonsanTe feTaM 3axouThb TONbKO Ha canTbl 13 "Genoro” cnmncka, KOTopbI co3hanTe BMECTe C HUMI.

9. Mpuyuute geTelt HUKOrOa He BblAaBaTh NMYHYHO MHGOPMAaLMI0 CPeaCcTBaMM 3MEKTPOHHOW MOYThI, YaToB,
CUCTEM MIHOBEHHOIO 06MeHa COOBLLEHUAMM, PEFMCTPALIMOHHBIX YOPM, NINYHBIX NPOoUnel U NpU perucTpaumn Ha
KOHKypCbl B MIHTEepHeTe.

10. MNpuyynte geten He 3arpyxaTtb nporpaMmmbl 6e3 Bawero paspelueHns. OBbACHUTE UM, YTO OHU MOTYT
CryyYariHo 3arpy3unTb BUPYCbI UNU ApYyroe HexenartensHoe nporpammHoe obecneyeHue.

11. Co3sganTte Bawemy pebeHky orpaHUYeHHyo y4eTHYHo 3anncb Ans paboTbl Ha KOMMbOTEpe.

12. MNpwuyunte Bawero pebeHka coobaTe Bam 0 NoBbIX yrpo3ax unm Tpesorax, CBsA3aHHbIX ¢ VIHTepHeToMm.
HanomHuTe geTsaMm, 4To OHM B 6e30nNacHOCTU, eCNK camy pacckasarny BaMm O CBOWX TPeBOrax 1 ornaceHumsix.

13. Pacckaxute getsim o nopHorpadguu B IHTepHeTe.

14. HactanBante Ha Tom, 4YTOObLI AETW NPEOOCTaBNANM BaM OOCTYN K CBOEW 3rIEKTPOHHOM noyTe, YTobbl Bbl
y6eamnmcb, YTO OHU He obLLalTCs C HE3HaAKOMLAMMU.

15. OGbsiCHUTE AETSAM, YTO Hemnb3s UCMOSb30BaTb CeTb Af1s XYNUraHCTBa, pacnpoCTpaHeHUsl CrreTeH unm
yrpos.

BospacT geteit ot 13 go 17 netr

B aTom BO3pacTe NogpoCTKM aKTUBHO MCMOSb3YHOT NMOUCKOBbIE MaLUMHbI, NOMb3YTCS SMEKTPOHHON NOYTOMN,
cnyx6amm MrHOBeHHOro obmeHa CoObLLEHMSIMU, CKauMBaKOT MY3bliKy U punbMbl. Manbyvkam B 9TOM BoO3pacTe
Oonblle MO HpaBy CMeTaTb BCE OrPaHUYEHUsI, OHU XaxKAyT rpyboro tomopa, asapTHbIX WUrp, KapTMHOK "gns
B3pocnbix". [eBoykn npegnoumTaoT obliartbcs B 4Yatax, nNpu 3TOM OHM ropasgo 6Gonee 4yBCTBUTENbHbI K
cekcyanbHbIM goMoraTenscTBam B VIHTepHeTe.

3ayacTylo B JaHHOM BO3pacTe poAUTENSM YXe BeCbMa CITOKHO KOHTPONMpOBaTb CBOWX AETeN, Tak kak 06
VIHTepHETE OHM yXe 3HalT 3Ha4MTenbHO Gonblle CBOMX poguTenen. Tem He MeHee, He OTMycKamTe OeTen B
"cBobogHoe nnaBaHue" no MHtepHeTy. CTapanTeck akTMBHO y4acTBoBaTh B 00weHnn pebeHka B MiHTepHeTe.

BaxHo no-npexHemy cTporo cobniogatb npaBuna WHTepHeT-6e30macHOCTM - CornalleHne  Mexagy
poauTenamu n getbMu. Kpome Toro, HeoGXOOMMO Kak MOXHO 4Yallle NpocMaTpvBaTb OTYETHI O AEATENIbHOCTU
aetein B NHTepHeTe. Cnenyet obpaTuTb BHWMaHWE Ha HeoOXoOMMOCTb COAEPXaHWUs POAMTENbCKUX Maponei
(maponei agMUHUCTPATOPOB) B CTPOrOM CeKpeTe 1 0bpaTuTb BHUMaHWE Ha CTPOroCcTb 3TUX Naponen.

CoBeTbl No 6e3onacHocTM B 3TOM Bo3pacTe oT 13 go 17 net

1. Co3ganTe CNMCOK OOMAaLUHUX MpaBuil MOcelleHuss VIHTepHeTa Mpu ydacTuu MOAPOCTKOB U Tpebynte
©e3ycrnoBHOro ero BoinonHeHus. O6roeopute ¢ pebeHKOM CMUCOK 3anpeLLeHHbIX CanToB ("YepHbIA CMUCOK"), Yachl
paboTbl B IHTEpHETE, pyKOBOACTBO MO 06LeHnto B VIHTEpPHETE (B TOM YMcrne B YaTax).

2. KOMFIb}OTep C NoJgKno4eHnem K cetun VlHTepHeT OOIMKEH HaxoauTbCA B 06LLIEN KOMHATE.

3. He 3abbiBaiite GecepoBatb C AeTbMy 00 WX Apy3bsX B MHTEpHETE, O TOM, YEM OHM 3aHATbI TaKUM
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obpa3oM, OyaATo peyb MOET O Opy3bsx B pearnbHOM xu3Hu. CnpawmBante o ntogsax, C KOTopbIMKU AeTU obLiatoTes
nocpeacTBOM Cryx6 MrHOBEHHOTrO 06MeHa CoOBLLEHUAMMN, YTOOLI yOeanTbCs, YTO 3T NM0AN UM 3HAKOMBI.

4, |/|CI'IOJ'Ib3yl7ITe cpenctea 6J'IOKI/1pOBaHI/1$| HeXenaTternibHOro KOHTEeHTa KaK AOOMNOfIHeHMe K CTaHOapTHOMY
POﬂMTeJ'IbCKOMy KOHTPOIIO.

5. Heobxogumo 3HaTb, KkakMMM 4aTamm nonb3yloTcs Bawwn getn. [loowpsite mMcnonb3oBaHWe
MOOEPVPYEMBIX YaTOB U HacTamBaiTe, YTobbl 4eT He obLanumcb B NPMBAaTHOM peXume.

6. HactanBaiite Ha TOM, YTOOb! OETU HUKOrga He BCTpeYalncb JIMYHO C APpYy3bAMU U3 CEeTU MHTepHeT.

7. Mpuyunte OeTeil He BblaaBaTb CBOK JIMYHYID MHDOPMaUMIO CPeacTBamy SMEKTPOHHON MOYThI, YaToB,
CUCTEM MIHOBEHHOIO 06MeHa COOBLLEHUAMM, PEFMCTPALIMOHHBIX YOPM, NINYHBIX NpodUnel U NpU perucTpaumn Ha
KOHKYypCbl B MIHTEepHeTe.

8. MpuyunTe OeTeil He 3arpyxaTb nporpaMmbl 6e3 Bawero paspeleHus. O6bSACHWTE UM, YTO OHU MOTYT
CnyyariHoO 3arpyaunTb BUPYChI UK ApYroe HexenaTesnbHoe nporpaMmMHoe oGecneyeHme.

9. MNpwuyunte Bawero pebeHka coobuiaTe BaM O NOOLIX yrpo3ax unv TpeBorax, CBsA3aHHbIX ¢ MIHTepHeToM.
HanoMHute getam, 4Tto OHM B 6E€30MacHOCTM, eCcnvM camy pacckasanu Bam, O CBOWX Yrpo3ax Wnu TpeBorax.
lMoxBanuTe UX 1 NOCOBETYMNTE NOAONTY eLle pa3 B NodobHbIX criyyasix.

10. Pacckaxute getam o nopHorpadum B WUHTepHeTe. lMomorute MM sawmtutbcs OT cnama. Hayuute
NnoapocTKkoB He BbldaBaTb B WHTepHeTe CcBOero peanbHOro SNEeKTPOHHOrO agpeca, He oTBeYvaTb Ha
HexxenarternbHble MMCbMa M UCMoMnb3oBaTh CreumnarnbHble NoYTOoBblE OUNbLTPLI.

11. MNpuyunte ceba 3HaKOMUTLCS C CanTamp, KOTOPbIE MNOCELLAOT NOAPOCTKM.

12. Hayunte peten yBaxaTb OpyrMx B MHTEpHeETE. Yb6eauTech, UTO OHM 3HAKOT O TOM, YTO NpaBuia XopoLlero
NoBeAEeHNs OENCTBYIOT BE3[E - AaXe B BUPTyarnbHOM MUpE.

13. OObBbsAcCHUTE [eTaM, 4YTO HM B KOEM Chnyyae Henb3st ucnonb3oBatb CeTb AONns XyNMraHcTea,
pacnpocTpaHeHNUsi CMETEH UMK Yrpo3 ApYruM NioasM.

14. O6cyauTe ¢ nogpocTkamu Npobrembl CETEBLIX a3apTHLIX UMP U MX BO3MOXHbIA pUCK. HanomHute, 4To
OEeTN HEe MOTYT UrpaTtb B 3TW UrPbl COTMAcHO 3aKOHY.

[MocTosiHHO KOHTpONUpynTe ncnonb3oBaHne HTepHeTa Bawmm pebeHkom! OT0 He HapyLleHWe ero JIMYHOro
NPOCTPAHCTBA, a Mepa NPedoCTOPOXHOCTU 1 NposiBNeHne Balien poantenbckon OTBETCTBEHHOCTM U 3a00ThI.
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